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Accelerated digital transformation
drives opportunity for the prepared

SoftwareOne professionals in 90 countries, backed by 30+ years of unmatched software and
cloud solutions experience make us the ideal partner to help our clients.

Deliver planning,
migration, deployment
and managed services
for your applications and
workloads.
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Procure and optimise
software and the clouds it
runs on.
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30+ years as a trusted partner
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Uzmanhk Alanlarimiz

« Cloud ve Container Platform Danigsmanligi
 DevOps & DevSecOps Danismanhgi

« DevOps Modernizasyon

« Uygulama Modernizasyon

 YoOnetilen Hizmetler




ANADOLU




Nasil Basladik

Ik Container Déniisiim Projemiz - 2019

O /‘ Modernize 10 applications

O 2 Deploy Openshift Platform

O 8 Re-Design DevOps Processes

O 4 Set-up new QA approach for new era




Nasil Basladik

Ik Container Déniisiim Projemiz - 2019

* Container Image Best Practice

* Kubernetes Best Practice

* Uygulamalarin Helm Donusuma

* Jenkinsile Cl/CD implementasyonu

* KnowHow transfer



Platform Secimi

Platform Segerken Hangi |

RedHat & RedHat & RedHat & RedHat
H Advanced Cluster Management Advanced Cluster Security Quay OpenShift
rl te r e re a t I for Kubernetes for Kubernetes Data Foundation
Multicluster management Cluster security Global registry Cluster data management
Observability | Discovery | Policy | Compliance | Declarative security | Container vulnerability Image management | Security scanning | RWO, RWX, Object | Efficiency |
ged:'sa':lﬂ ¢ Configuration | Workloads management | Network segmentation | Geo-replication Mirroring | Image builds Performance | Security | Backup |
Platform Plus Threat detection and response DR Multicloud gateway
o —
L P I atfo rm O | g un I ug u Manage workloads Build cloud-native apps Data-driveninsights Developer productivity
Platform services Application services* Data services* Developer services
. P I f B H I I HE-P- + Service mesh | Serverless « Languages and runtimes « Databases | Cache « Developer CLI | IDE
at O rl I l Ve I eS e n e rl I QI n ‘ g;:rt‘sarfift + Builds | CI/CD pipelines + APl management « Data ingest and preparation « Plugins and extensions
Container Platform + GitOps | Distributed Tracing « Integration « Data analytics + CodeReady workspaces
+ Log management « Messaging « Al/ML « CodeReady containers
» Cost management « Process automation

guclu community e sahip _

Kubernetes cluster services
OI m a S I Install | Over-the-air updates | Networking | Ingress | Storage | Monitoring | Log forwarding | Registry | Authorization | Containers | VMs | Operators | Helm
& RedHat o«

OpenShift .
° Kubernetes Engine Kubernetes (orchestration)

Platform Yonetim Sureclerin

8, Red . . . &, RedHat
& RedHat Linux (container host operating system) Enterggse Linux
ore

Enterprise Linux

otomatize olabilmesi

Platform Guvenlik Physical Virtual Private cloud Public cloud Edge

gereksinimlerini saglayacak

bilesenlere sahip olmasi



Platform ve Sonrasi

s Platform sectiginizde baslattiginiz donisimun ustune tuglalari koymaniz gerekiyor

Cluster sayiniz arttiginda nasil yoneteceksiniz?
Platform Governance nasil saglanacak?
Platformu sirket regulasyonlarina nasil uyumlu hale getireceksiniz?

Guvenlik gereksinimleri nasil saglaniyor?



Advanced Cluster Security

ACS ile hangi gereksinimlerimizi ¢ozduk

O_ Detect (J Protect [1 Respond

Image assurance and policy
admission controller

Vulnerability analysis Runtime behavioral analysis

Auto-suggest network

Application config analysis Compliance assessments sl
APIs for CI/CD integrations Risk profiling Threat detection /incident
response
DevSecOps




Advanced Cluster Management

ACM neden ihtiya¢ duyduk:

® Multi Cluster configlirasyon yénetimi ve governance

® Uygulama bazinda yiiksek erigilebilirlik saglama

® Merkezi politika yonetimi

® Merkezi politika uyumluluk denetimi

Operasyonel maliyeti azaltma

‘ RedHat
OpenShift

Backup Tool

‘ Red Hat

RHACM
ANKARA

HUB Cluster B

OpenShift

OBJECT STORAGE
——Backup—>| (S3 Compatible, ODF)

—




GitOps
GitOps w ArgoCD

® Uygulama dagitiminin sirekli ve otomize edilmesi

Birden fazla kaynaga dagitim
Repository

® Git Gzerinden yapilan degisikliklerin otomatik olarak yansitilmasi v .
API -%»
o

Kubernetes objelerinin otomatik ve manuel dagitimi

Application
Controller
Sync Hooks, ’
App Actions ’ Deploy ’

v v
e
Q@R

us-west-1 us-central-1 us-east-1

ene



Multi Data Center Network Extension Case

Case detaylari

® |ki DC arasindaki network dark fiber lizerinden uzatiimasi

® Uygulama trafiginin dark fiber (izerinden tasinmasi

® Data sync i¢in low-latency baglanti saglanmasi

Uygulamalarin external Vian a attach edilmesi
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Ne Planliyoruz?

Uctan Uca DevOps Modernizasyon(Biz DevOps)

® Fazlandirilmis ugtan uca DevOps ve Siire¢c Modernizasyonu
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Asset name Incidents Hits Trends

<
v 1.Splunk API [5) 1353M 7+ \<\6
2. Billing API (graphQL) — 3.69M 1K *O\)
3. Authentication AP - 1.64M \(‘\‘3\'

Container aware backup implementasyonu I B = “““ o

v 5. gRPC v2 Production

Ne Planliyoruz?

. 6. v2 Test Env 4 %0
® Secret Management ve Secret Automation 7 Do Trsaap | O AMSey 43 53’6“5’“

o v :,(;e:no:(;hoServer ""'"""“"""dmé"é 3 [
AP| Gateway e O
e .
® API Security
® OpenShift Virtualization

My-POD-Prompt> h observe --to-namespace openshift-monitoring --from-namespace openshift-apiserver

‘e B

o Observablllty StaCk Nov 27 07:24:04.638: openshift-monitoring/prometheus-k8s-1: (ID:40149) <- openshift-apiserv H‘/‘“‘L server-6597bcc98

8-nvdnx: (ID:16223) to-overlay FORWARDED (TCP Flags: ACK, PSH) \ 9

Nov 27 07:24:06.006: openshift-monitoring/prometheus-k8s-0: (ID:14317) <= openswk Q \L< \piserver-6597bcc98
8-nvdnx: (ID:16223) to-overlay FORWARDED (TCP Flags: ACK) \.ne e

My-POD-Prompt> h observe --from- namespace openshift-monitori dﬁ/ \c\ng

Nov 27 07:25:33.317: openshift-monitoring/p lHILHT ne %\( a% wrkh: (ID:7327) <> 10.34.20.62:

st) Policy denied DROPPED (TCP Flags SYN,) ‘) D

Nov 27 07:25:33.616: openshift-moni )i T heus-operator-59c99bbf7c-7wrkh: (ID:7327) <> 10.34.20.63:
be-apiserver) Policv denied DROPPED P Flaqs SYN)

Root Cause Explanation

Pod Schedule Failures Runtime Failures
A Containers State Transit...

A Back Off Restart (7)

5 dimage Tag (6)

x empt Timi
mg ch
Image Tag
Pod

Startup Failures



Anadolu Sigorta Sirket Kultaru

® Kisilerin gelisimine yatirim yapiyoruz
® Yeni Teknolojilere yatirim yapiyoruz

® Sirketin kiltirel dontsiimiine nem veriyoruz.

DEVOPS EVALUTION

TRANSFORM

APPLICATION TRANSFORMATION INVEST IN NEW TECHNOLOGIES




Thank You




